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(CNP) Merchants
With EMS, mail, telephone and Internet card acceptance is a simple process which provides your customers 
with an easy way to shop and pay. There are many opportunities to grow your business using Card Not 
Present (CNP) sales channels. However, you need to be aware of the risks of accepting Card Not Present 
transactions as CNP merchants are liable for any losses resulting from fraudulent transactions. 

This guide is designed to help you understand the extent of these risks and ways in which you can minimise 
them. You need to protect your business and profits by being aware of the facts on fraud, customer disputes, 
charge-backs, security and what you should and should not do when accepting card payments. In this 
document, you will also find useful information to help you identify high-risk orders, advice on what to 
watch out for and what to do if you suspect a problem. Where you read cardholder we refer to your Customer 
who either pays via a card enabled or alternative payment method. Example of an alternative payment is 
iDEAL, PayPal and others. 

This Card Acceptance Operating Guide for CNP merchants also forms part of your agreement with European 
Merchant Services, so please read it carefully and keep it in a safe place for future reference. If you have any 
questions about our service or this Guide, please contact us directly on the number below.

Sales Support Desk 
sales@emscard.com 
+31 20 660 3040

This Card Acceptance Operating Guide for CNP merchants should be read in conjunction with the General Conditions for Acceptance of Cards, Card 

Not Present Transactions. All capitalised terms used but not otherwise defined in this Card Acceptance Operating Guide for CNP merchants shall have 

the meanings set out in the General Conditions for Acceptance of Cards, Card Not Present Transactions.
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EMS has produced this guide to support Merchants who take Card not present payments. This means 
accepting payments via Internet or via Mail Order/ Telephone order. Payments via internet typically go via 
a website / webshop. The cardholder fills in the card details himself. With Mail Order / Telephone Order the 
card details are provided to the merchant by the cardholder. You may only accept payments via the Internet 
or MOTO if you have EMS’s prior written permission to do so. You may not accept Internet payments under 
your agreement for MOTO or physical Point-of Sale, or vice versa. You will be provided with a separate 
agreement and merchant number for each method of acceptance.

All Card Transactions undertaken on the Internet or via Mail Order/Telephone Orders are regarded as “Card 
Not Present Transactions” (CNP) and are carried out at your own risk. This “Card Acceptance Operating 
Guide for CNP merchants” provides more information about the risks of accepting Card Transactions in this 
way.

To get the most out of your service, it is important that you follow a few basic rules.

You must
• Use an electronic system approved by EMS to submit your authorisations and transactions. 
• You will most likely engage a PSP (payment service provider) that can provide you with the system 

facilities to accept Card Transactions over the Internet or via MOTO. We only accept Card Transactions 
from a PSP that is certified by us and has a connection to our processing platform. For more information 
please contact the helpdesk at +31 20 660 3040 or by e-mail: sales@emscard.com

• Use the Verified by VISA and Mastercard SecureCode authentication services
• Display VISA, MasterCard, and Maestro and, where applicable, other scheme labels on promotional 

materials in accordance with scheme rules. Upon request, EMS will provide you with material that 
enables you to show clearly that you accept cards. You may not use the Card Scheme material, logos and 
(pictorial) marks for other purposes without the written approval of EMS

• We recommend that you do not impose a surcharge on customers who pay by credit card. However, if 
you do, you must ensure that any such charges do not exceed your credit card Merchant service charge 
rate. Any taxes should also be included in the amount charged on Card Transactions

• Comply with the PCI Data Security Standard

You may not
• Indicate that VISA and MasterCard or any other Association endorses your goods and services
• Establish minimum or maximum amounts as a condition for accepting a Card
• Establish any special conditions for accepting a Card
• Establish procedures that discourage, favour or discriminate against the use of any particular Card
• Submit a transaction or sale that has previously been charged back
• Accept any direct payments from Cardholders for the purpose of crediting the Card account. Only the 

card-issuing bank is authorised to receive such payments
• Accept orders via a form completed on your website and present these as MOTO transactions
• Accept orders via mail, e-mail or phone and present these as e-Commerce transactions by data entry via 

your own webshop
• Accept orders and payment details via e-mail or non-approved software

FIRST OF
ALL    
1
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• Under no circumstances must you retain CVV2/CVC2 codes when accepting ‘Card Not Present’ 
Transactions. CVV2/CVC2 codes must be destroyed once the transaction is completed. CVV2/CVC2 codes 
are formed by the three extra numbers printed on the back of the card on or to the right of the signature 
panel

• Accept transactions on behalf of third parties
• Process transactions for any legal entity or website address not specifically approved by EMS

You may only accept orders via the Internet if you have EMS’s prior written permission to do so. Internet 
transactions are under- taken entirely at your own risk and we offer no guarantee of payment, actual or 
implied, for this type of transaction, not even if you have obtained Authorisation. If unacceptable levels of 
fraudulent card activity and/or customer disputes result from Internet transactions, EMS reserves the right to 
withdraw this facility. The maximum levels allowed under the card schemes are described in Chapter 5.

MasterCard SecureCode and Verified by VISA
EMS advises that you support MasterCard SecureCode and Verified by VISA transactions when you accept 
payments via Internet. These programs help you to reduce the number of fraudulent transactions and 
protect you against certain types of customer disputes. For more information on MasterCard SecureCode 
and Verified by VISA, see section 2.9. If you decide not to use  MasterCard SecureCode and/ or Verified by 
VISA,  the risk will be entirely borne by you.

Website requirements
Research into the use of Internet sales solutions has shown that up to half of e-commerce related disputes 
result from poor service from e-commerce merchants. To reduce the risk of disputes with Cardholders, 
you will need to meet the requirements described below. You will also find a list of details that should be 
included in your Website content.

The details below should not be considered as a comprehensive list of the information which you may be 
obliged to provide on your Website under applicable legal requirements and should not be seen as a form 
of legal advice. You should take your own legal advice regarding the content of and activities carried out on 
your Website.

You should ensure that your Website and its content and any activities related to it, such as marketing, meet 
all legal requirements. You must also comply with all legal requirements regarding data protection and, if 
you process personal data on your Website, include a privacy policy which Cardholders must agree to before 
providing any personal data on your Website.

PAYMENTS VIA
INTERNET    

2
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2.1  Merchant details
Full details about your company should be provided on your Website and should include:
a. The registered company name and address, registration number and VAT number (if applicable)
b. Identifiers that clearly match the website to the ”doing business as” name, i.e. the name that will   

appear on the card statement
c. A correspondence and e-mail address, as well as a customer services contact, i.e. telephone and fax  

numbers (no mobile phone numbers)
d. The physical location of your Business (including your country of domicile)
e. A statement detailing under which legal jurisdiction your business operates
f. Your delivery, return, refund and cancellation policy and any export restrictions

2.2 Products and pricing
a. All products or services on offer, including their price and currency, should be clearly described/  

illustrated so that the Cardholder has a good idea of what is on offer. E.g. if you sell electronic goods  
to other countries, you must state the voltage requirement as this varies from country to country

b. If you change your method of sales, or product or service, you must inform EMS
c. Any limits to product availability should be clearly stated. These include all costs, such as taxes   

(including import duty), packaging and delivery charges
d. If appropriate and wherever possible the Cardholder should be provided with the order details and  

the total cost of purchase, including any additional charges as listed above. The Cardholder should  
also be informed of the period for which any offer remains valid

2.3 Placing an order
When a Cardholder places an order via your Website you must:
a. Provide details of the various technical steps required to conclude the contract and state whether   

the contract will be kept by you and will be accessible to the Cardholder
b. Send the Cardholder an electronic acknowledgement of receipt of the order without undue delay
c. Make appropriate, effective and accessible technical means available to the Cardholder to enable   

him to identify and correct errors prior to placing the order
d. Provide information on any relevant codes of conduct to which you subscribe and how these can be  

consulted
e. Make any applicable terms and conditions available to the Cardholder in a form which enables him to 

store and reproduce them

2.4 Order page
The order form on your Website, whether provided by a third party or created by you, must be Secure and 
contain at least the following details:
• Cardholder’s full name
• Cardholder’s e-mail address
• Cardholder’s billing address and postal code
• Delivery address
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2.5 Payment page
EMS is able to accept and process, on your behalf, (Card) Transactions made with the following card types:
• VISA
• MasterCard
• Maestro
• VPay 
• Visa Electron
• Diners
• Discover
• Bancontact
• iDEAL
• PayPal

The payment page on your Website, whether provided by a third party or created by you, must contain at 
least the following details:
• Transaction amount
• Card type box (for those Card Schemes you hold an agreement with, e.g. VISA)
• Customer’s Card Number
• Card’s ‘valid from’ date
• CVV2 / CVC2

Note with alternative payments requirements may differ from these details.

The page must be designed to check that the Card has not passed its expiry date and that its ‘valid from’ 
date is current. It should also incorporate a ‘Modulus 10 Check digit Algorithm’ for verifying the Card 
number. The payment information should be passed on to the applicable payment system for automated 
authorisation and settlement.

2.6 Receipt requirements
You must provide a Cardholder receipt, this receipt is required in case of chargebacks and this must meet 
the following requirements:
a. The full Cardholder account number must not appear on the transaction receipt. This is a Fraud 

prevention requirement to ensure that card details are not given out to persons other than the 
Cardholder. It is allowed to show the last 4 digits of the account number on the receipt

b. Unique Transaction Identifier. To aid the resolution of disputes between the Cardholder and the 
Merchant, you must assign a unique identification number to the transaction and display this clearly on 
the transaction receipt. The transaction receipt must also contain the following information:
• Cardholder Name
• Transaction Date
• Transaction Amount
• Transaction Currency
• Authorisation Code
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• Description of Merchandise or Services
• Merchant Name
• Website Address 

You can choose to send a separate e-mail message to the Cardholder containing this essential information, 
to send a physical receipt by post, or both. To minimise Cardholder enquiries, you are advised to send an 
online acknowledgement of the Card Transaction,including a statement advising the Cardholder to either 
print or save this document for his or her own records.

2.7 Payments and refunds
a. The Cardholder should be provided with clear information on all payment options and clear   

instructions on how to pay
b. Your site must comply to PCI DSS standards and must be secure for sending personal and    

financial information for sending personal and financial information
c. At the time of purchase your customer should be informed of his or her cancellation rights and his or  

her rights to a refund and/or replacement, and of the conditions for exercising these rights
d. A refund information page should be provided with clear contact details
e. Receipts should be provided with the goods on delivery
f. The Cardholder should be provided with details of how and to whom a complaint can be made,   

including an address
g. In case of a refund always refund on the credit card that was used for the purchase.

2.8 Delivery and guarantees
a. Delivery dates/times should be clearly stated and agreed with the Cardholder. If it is not possible 

to deliver at the agreed date/ time, another delivery should be arranged. If this is not possible, the 
Cardholder should be offered a refund. Delivery information  should be administrated for at least 2 years 
(Dutch law requires 7 years) in case of a chargeback.

b. You should capture both billing address details and delivery address details, if different
c. In the event of non-delivery, it is the Merchant’s responsibility to prove that the Cardholder received  

the goods
d. Guarantee terms and details should be clearly stated. The Cardholder needs to be aware that these  

will in no way effect his or her statutory rights. The name and address of any company or insurer   
backing the guarantee should be provided

        With the exception of deposits, full payment for goods and services may not be debited from a   
        Cardholder’s Account until the goods have been despatched or the service provided. 
        Should you wish to be able to take deposits on goods and services, you must obtain prior written        
        permission from EMS 

2.9 MasterCard SecureCode and Verified by VISA
MasterCard SecureCode and Verified by VISA are authentication services that have been developed by the 
card schemes to provide a more secure approach to credit and debit Card transactions over the Internet.

• Cardholders register for the services and choose a private password for use when shopping online at a 
participating merchant. Use of these authentication services by a merchant shifts the liability from the 
merchant to the card issuer in the event of a chargeback under the following conditions:
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• Merchant and acquirer have installed the services, but the cardholder is not registered for the service 
and or    

• Merchant and cardholder have both registered for the service and or
• Merchant and acquirer have installed the services but the issuer is not enabled to operate it
• All MasterCard SecureCode transactions globally in which the cardholder disputes participating. 
In order to accept Maestro cards over the Internet a merchant is required to support MasterCard SecureCode. 
This will provide pro- tection and support to cards issued globally. As both of the MasterCard and VISA 
services are based on the 3D Secure protocol, the installation of either service, together with a merchant 
plug-in, can support both of the card schemes.

For more information visit the following website:
• https://www.visaeurope.com/media/images/44933_visa_vbv_case_study_v4-73-25964.pdf
• https://www.mastercard.com/uk/merchant/en/security/what_can_do/SecureCode/index.html

2.10  MasterPass checkout solution
MasterCard developped MasterPass a checkout and digital wallet solution for card transactions. It stores the 
consumers card details and shipping information in one central secure location. 

Consumers can use MasterPass for a faster checkout. After they filled your shopping cart they select the 
Buy with MasterPass button and sign into their Wallet. The consumers selects from their stored payment 
methods and shipping addresses, reviews the order and finishes the checkout. 

EMS supports MasterPass as a convenience and conversion increasing payment solution. 

MasterPass will be standard enabled and comes without additional fees for merchant and consumer. 

Find out all about MasterPass on  https://wallet.masterpass.com/Wallet/masterpass/en-nl/

What are MasterCard SecureCode and Verified by VISA?
These products are designed to provide online Merchants with the added security of having issuing banks 
authenticate their indi- vidual Cardholders and qualify their online Card Transactions for protection against 
“Cardholder unauthorised” or “I didn’t do it” Chargebacks.

How does MasterCard SecureCode and Verified by VISA work?
When a Cardholder is on the Merchant’s check-out page, the MasterCard SecureCode or Verified by VISA 
service performs the fol- lowing actions to ensure that the Cardholder is authorised to make the Card 
Transaction:
It initiates a pop-up box into which the Cardholder enters the private code that he or she has registered with 
the Card Issuer; It passes the authentication value in the normal authorisation request procedures and, if 
approved, receives an authorisation that binds Cardholder and Card Transaction. 

Q & A
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This authentication value is transported using the UCAF (Universal Cardholder Authentication Field) for 
MasterCard or the CAVV (Cardholder Authentication Verification Value) for VISA.

What steps does an online Merchant have to take to support MasterCard SecureCode and Verified by 
VISA?
Contact your Payment Service Provider. They will make the necessary arrangements. You will receive a 
notice when your website is activated. Display the MasterCard SecureCode and Verified by VISA logo to let 
customers know they can be protected.

What benefits do online Merchants receive for adding MasterCard SecureCode and Verified by VISA 
support to a website?
There are several benefits that create a very strong business case for using MasterCard SecureCode and 
Verified by VISA:
• Protection from ‘cardholder unauthorised’ Chargeback’s for fully compliant Card Transactions. Such 

protection is designed to reduce Chargeback and processing expenses
• More confident online shoppers. Customers are likely to shop online more frequently due to the added 

security of MasterCard SecureCode and Verified by VISA
• Wider geographic reach by being able to sell to Cardholders in other countries. Not only will Merchants 

have the added protection against Chargebacks for these Cardholders, they will be able to process their 
international Maestro debit transac- tions as well. In many areas of the world, online Debit Cards are 
more prevalent than credit cards

• An opportunity to advertise for free on MasterCard’s consumer website and attract new customers

Is MasterCard SecureCode and Verified by VISA easy for online shoppers to use?
Yes. Cardholders simply need to enter their authentication data in a pop-up window or box on their PC 
before their online Card Transaction can be completed. The safekeeping of this code is not the Merchant’s 
responsibility as it is managed by the Card Issuer.

Do the MasterCard SecureCode and Verified by VISA program logos need to be displayed?
Yes.

You may only accept MOTO orders if you have EMS’s prior written permission to do so. MOTO Transactions 
are undertaken entirely at your own risk and we offer no guarantee of payment, actual or implied, for this 
type of transaction, not  even if you have obtained Authorisation.
If unacceptable levels of fraudulent card activity and/or customer disputes result from mail order or 
telephone transactions, EMS reserves the right to withdraw this facility.

PAYMENTS VIA MAIL ORDER 
TELEPHONE ORDER (MOTO)

3
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When accepting a MOTO transaction, please take extra care to ensure you have permission to debit the Card 
account and that the person placing the order is the genuine Cardholder. Record in writing all details of the 
transaction, along with the time and date of
the conversation. You may be asked to produce this information or the Cardholder’s authority for a MOTO 
sale if the transaction is disputed at a later date.

The following orders are all acceptable as CNP orders:
• Mail orders - written authority from the Cardholder, bearing the Cardholder’s signature in any form 

including:
 - completed order forms
 - facsimile transmissions
• Telephone orders - authority from the Cardholder by telephone

If you conduct transactions by mail, for example using advertisements in magazines, the Cardholder’s 
signature must appear on your order form and, again, you must retain the documentation for at least 18 
months in case the transaction is disputed at a later date.
For all orders received by mail, telephone or fax, goods must be delivered and it is advisable to retain 
documentary evidence of the delivery address for a period of 18 months.

3.1  Collection of goods ordered by mail or phone 
In order to reduce fraude, under no circumstances may goods paid for by mail or telephone be handed over 
the counter to, or collected by, your customer. If a Cardholder wishes to collect the goods, then he or she 
must come to your premises in person and produce his or her Card.

Any Sales Voucher already prepared must be destroyed and a fresh one completed as for a normal over-the-
counter sale. If you have already completed a CNP order, you must either cancel the transaction or perform 
a refund. If you perform a refund, please advise the Cardholder that the original transaction, the refund and 
the over-the-counter transaction will all appear on his or her Merchant Statement.

CVV2/CVC2
The banking industry has developed a ‘Card Security Code’ to help minimize CNP fraud. Unlike a PIN or 
signature, a CVV2/CVC2 does not constitute full confirmation of the cardholder’s identity. However, it does 
allow merchants to decide whether to proceed with a transaction and is as such a cost-effective fraud 
reduction tool. Using the CVV2/CVC2 to check card security details is help- ing many merchants to reduce 
their levels of CNP fraud and chargebacks.

The Card Security Code consists of additional security digits to confirm that the card number given is 
genuine. For MasterCard, VISA and Maestro cards, this code is the last three digits in reverse italics on or to 
the right of the signature strip on the back of the card.

To prevent abuse, storage of customers’ CVV2/CVC2 data is strictly prohibited under card scheme rules. This 
applies to all CNP merchants capturing the CVV2/CVC2 electronically, through a voice recognition system 
or manually. Merchants who retain cop- ies of card details or faxes on which the CVV2/CVC2 may be visible 
should blank this information out before storing. Card scheme rules state that merchants undertaking 
subsequent transactions must not re-use CVV2/CVC2 data.
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3.2 Information you must capture
For all CNP orders you must capture the following details:
• the Card Number
• the Card expiry date
• the Cardholder’s name and initials as shown on the card
• he Cardholder’s address
• the delivery address

You may be asked to produce this information if the transaction is disputed at a later date. Under no 
circumstances you are allowed to store the CVV2/CVC2 codes. These must be destroyed once the Card 
Transaction is completed. We also recommend you do not store the full credit card number, but store for 
example only the last 6 digits. If the full card number is stored then you must comply with the PCI data 
security standards (see section 4)

As telephone orders present the greatest risk, you may also wish to capture the following:
• the Cardholder’s telephone number
• the time and date of the conversation

Please note: If you choose to deliver goods to an address other than the Cardholder’s address, you are taking 
additional risk.

4.1 Internet merchants
If you accept payments via the Internet, we strongly advise you against having access to or storing card 
data. Any third-party pay- ment service provider (PSP) approved by EMS can advise you on effective ways to 
accept card payments without needing to store or access card data.

Should you be unable to avoid storing card data or choose to use your own payment system then you have a 
number of additional obligations:
1. To inform EMS that this is the case
2. To meet all our direct submission criteria, and security and encryption requirements
3. To comply with the PCI Data Security Standard

The Payment Card Industry Data Security Standard (PCI DSS) is a mandatory security standard provided 
by the credit card schemes to protect and secure card payment data. Every entity that accepts card 
payments is responsible for the protection and storage of this information. Non-compliance can have severe 
consequences that may include fines and penalties from the card schemes and, in some circumstances, the 
removal of your right to accept credit cards. For more information on possible non-compliance assessments, 
please refer to Appendix A.

SECURITY4
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PCI DSS provides a coordinated approach to safeguarding sensitive data for all card types and meets the 
need for a streamlined set of requirements across the payment industry. For more information about PCI 
DSS please visit the following websites:

• www.visaeurope.com/receiving-payments/security/merchants
• www.mastercard.com/us/company/en/whatwedo/site_data_protection.html
• www.pcisecuritystandards.org

EMS offers its merchants a PCI DSS certification service for only 49,95 per year. Thanks to our PCI DSS 
Protection Program you will be able to comply to the PCI DSS standard in simple and easy way. For more 
information regarding our PCI DSS Protection Program please check our website www.emscard.com/pci.

4.2 MOTO merchants
If you accept MOTO Card Transactions, you will have access to sensitive data as the orders are presented to 
you by mail or phone. The security of cardholder account data has become one of the biggest issues facing 
the payment card industry. Any business that stores cardholder account data in a safe and secure manner, 
minimizes the risk to its business.
As part of your Agreement for the acceptance of MOTO payments you confirm that you will comply with the 
PCI DSS standards. 

You must inform EMS promptly of the identity of any third party that you engage, or propose to engage, in 
the processing or storage (or both) of account data, whether directly or indirectly, regardless of the manner 
or duration of such activities. Such parties are known as Data Storage Entities (DSE) and must also comply 
with PCI standards.

No DSE is permitted to store CVC2/CVV2 data or Address Verification Service (AVS) data in any system 
or in any manner, except during the authorization process for a transaction (that is, from the time an 
Authorization Request message is transmitted up to the time the Authorization Request Response message 
is received). The only data that may be stored are the card account number, expiry date & cardholder name 
code, subject to PCI security standards, and then only to the extent that these data are required for bona fide 
purposes and only for the length of time that the data are required for such purposes.

Please Note:
We strongly advise you against having access to or storing cardholder data.
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You are responsible for any reversed transactions whereby the Card has not been present, subject to liability 
as described in the card scheme rules. In the event of a dispute, EMS reserves the right to charge back any 
transactions, regardless of whether an authorisation code was obtained.

A chargeback is a transaction which has been disputed by the cardholder. The following section describes 
the procedures you should follow, together with suggestions that will help you reduce the risk of 
Chargebacks being debited to your account. Remember: in some circumstances you may be liable for a 
Chargeback even if you obtained Authorisation for a transaction. An Authorisation means only that the 
Card has not been reported stolen or lost, that the funds are available at that moment and that the 
card number itself is valid. An Authorisation does not confirm the authenticity or authority of the 
Cardholder. 
A Cardholder, or the Card issuing bank, has the right to question/dispute a transaction. Such requests can 
be received up to 180 days after the transaction has been debited to the Cardholder’s Account and, in some 
circumstances, beyond 180 days.

5.1 Retrievals
In many cases, before a Chargeback is initiated, the Card issuing bank requests information about the 
transaction via a ‘retrieval request’. Once a retrieval request is received from the Card Issuer, we will respond 
by sending information, if available.

If you hold information on transactions, it is your responsibility to respond to all retrieval requests from EMS 
within 7 calender days of receiving our initial request. You are responsible for retaining and providing copies 
of transactions and related information, for a minimum of 18 months from the original transaction date.
Please scan the required information and include it with an email to be send to disputes@emscard.com. 

If EMS does not receive information within 14 calendar days of the initial request, you may be subject to a 
Chargeback. However, a Chargeback can also be incurred by failing to supply an item on time, meaning you 
may become liable for Chargeback simply by failing to meet the payment scheme timeframe. Chargebacks 
for ‘non-receipt of requested item’ cannot be reversed unless the requested documentation is provided 
within 14 calendar days of the initial request.

Please remember that due to the timeframes imposed by the credit card schemes it is extremely 
important that you respond to/ resolve a retrieval request or Chargeback enquiry immediately. The 
more information we have at the time of the retrieval request or Chargeback, the better we can 
challenge the chargeback on your behalf.

What you need to send is details of the goods ordered, together with evidence of delivery e.g. a signed 
delivery receipt and detailed information in regards to the actual financial transaction. 
If you accept payments via the Internet and you support MasterCard SecureCode and Verified by VISA, 
different rules may apply.

CHARGEBACKS5
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5.2 Chargeback/ reversal procedure
When we receive a Chargeback from a Card Issuer, we will only debit your bank account after we have 
established the chargeback cannot be won and advise you accordingly. Our letter will provide details of the 
transaction and specify the information/ documentation required from you. Our letter will also tell you the 
latest date by which you must reply with the information/documentation required. 
If the information provided is within the applicable timeframe we will defend the Chargeback if possible, but 
re presentment is contingent upon acceptance by the Card issuing bank under VISA/MasterCard guidelines. 
A re-presentment is not a guarantee that the Chargeback has been resolved in your favour. If the Chargeback 
is re presented, the Card issuing bank may have the right to present the Chargeback a second time and your 
account will be debited.
We will do our best to help you to defend a Chargeback. However, due to the short timeframes and the 
supporting documen- tation necessary to successfully (and permanently) re present a Chargeback in your 
favour, we strongly recommend the following:
• Ensure transactions are completed in accordance with the terms of your Merchant Agreement and this 

Card Acceptance Operating Guide for CNP merchants
• If you do receive a Chargeback, investigate it and send in the appropriate documentation within the 

required timeframe
• Whenever possible, contact the Cardholder directly to resolve the inquiry/dispute as soon as possible, 

however always within the required timeframe, but still comply with the request for information in case 
the matter cannot be fully resolved with the Cardholder.

• Whenever you manage to solve an issue with a card holder directly, make sure you inform EMS about the 
resolution you have managed to agree upon.

 
5.3 Scheme regulations on chargebacks
One of the goals of the Card Schemes is to support the growth of profitable card sales volumes. This includes 
establishing ‘best business practices’. When the business practices of Merchants lead to disproportionately 
high volumes of Cardholder disputes, the Schemes must protect the profitability of their system and 
promote Cardholder confidence in using cards.

Recognising that high customer dispute levels weigh on profitability and consumer confidence, the 
Schemes introduced Chargeback monitoring programs. These programs are designed to reduce excessive 
chargebacks, excessive credits to cardholder accounts and fraud.

It is the responsibility of of each card acquirer to monitor your activities on an ongoing basis in accordance 
with the requirements set forth by the Schemes. Should you exceed the Chargeback thresholds as described 
below, we are obliged to notify the Schemes immediately.

 MasterCard thresholds 
• a minimum of 100 chargebacks and a ratio of chargeback transactions to total sales transactions of at 

least 1%

If, in MasterCard’s opinion, you have issued credits for any of the reasons or conditions listed below or 
to otherwise evade the rules, MasterCard will consider the credits as Chargebacks in evaluating your 
performance. For example:
• Credits issued in lieu of chargebacks, either before or after the initiation of the chargeback
• Credits issued because of the merchant’s failure to control its backroom processes
• Credits issued exceed the number of chargebacks received by the merchant
• Refunds issued by means of a check to resolve fraud or customer service issues
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MasterCard may assess penalties or fines. An overview of the penalty schedule can be found in Appendix A. 
VISA thresholds
• Standaard:     100 cbk’s en 1 %
• High-risk:        500 cbk’s en 2%

If you support Verified by VISA and it is established that the thresholds were breached, you will be excluded 
from the Verified by VISA program and from chargeback protection against “cardholder not enrolled” 
transactions. You will be excluded from charge- back protection for three months after the last month in 
which the thresholds were breached.

MasterCard and VISA may assess penalties or fines if you breach the above thresholds. An overview of the 
penalty schedule can be found in Appendix A.

6.1 Recurring Payments
If you process recurring transactions and charge a Cardholder’s account periodically for recurring goods or 
services (e.g. monthly insurance premiums, yearly subscriptions, annual membership fees, etc.) You may 
only submit recurring transactions if you have obtained EMS’s written approval to do so. the Cardholder 
shall complete and deliver to you a written or e-mail request for such goods or services to be charged to his 
or her account. The written request must at least specify:
• the transaction amounts
• the frequency of recurring charges
• the duration for which the Cardholder’s permission is granted.

If the recurring transaction is renewed, the Cardholder must complete and deliver to you a subsequent 
written (or e-mail) request for the continuation of such goods or services to be charged to the Cardholder’s 
Account.
The written (or e-mail) permission of the Cardholder must be retained for the duration of the services. A copy 
must be provided to the Card Issuer/Card Acquirer upon request. The phrase “Recurring transaction”, details 
of the frequency of debits, and the period for which the debits are agreed must be included on the receipt 
issued to the Cardholder.

You must obtain an Authorisation for each transaction.

A recurring transaction may not include partial payments for goods or services purchased in a single 
transaction.

SPECIAL TYPES OF 
TRANSACTIONS 

6
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You may not impose a finance charge in connection with a recurring transaction.
You may not complete a recurring transaction after receiving a cancellation notice from the Cardholder 
or issuing bank. If a request for Authorisation has been denied or if transactions previously resulted in a 
Chargeback to you, you should terminate the recurring transaction arrangement.

You must provide an easy cancellation procedure to the Cardholder. Such procedures must be as simple and 
accessible as the original sign-up process.

Storage of customers’ CVV2/CVC2 data is strictly prohibited under card scheme rules to prevent misuse. This 
applies to all CNP merchants capturing the CVV2/CVC2 electronically, through a voice recognition system or 
manually. Merchants who retain copies of card details or faxes where the CVV2/CVC2 may be visible, should 
blank this information out before storing. Card scheme rules state that merchants undertaking subsequent 
transactions must not re-use CVV2/CVC2 data.

6.2 Refunds
If you wish to provide a refund, the refund transaction must be completed using the same Card as the one 
used for the original sale. You may only process refunds in respect of original sales. Failure to observe this 
rule may lead to your funds being withheld pending further investigation.
You should never make a refund to a Card if the original sale was made by cash or cheque. Neither should 
you transfer an amount to a bank account whenever the original purchase was made by credit card. 
Always refund the debited amount to the credit card to ensure correct handling and to prevent chargebacks

6.3 Acceptance of Deposits and/or Deferred Supply Transactions
Provided you have received written notification from us you may accept deposits from Cardholders or full 
payments for Deferred Supply Transactions - i.e. transactions for items which are paid for in advance but not 
delivered immediately.

You may only accept such deposits and/or Deferred Supply Transactions if we have allowed you to do so in 
your Agreement and then only in accordance with the details provided in your original application or if we 
subsequently agree.

If we have allowed you to accept and process Deferred Supply Transactions, you must refund the Card 
Transaction and tell the customer you have done so if you have not supplied the goods and/or services 
within the maximum timescales agreed with us in your application, and/or agreed with the Cardholder at 
the time of the Card Transaction (if less).

In a Deferred Supply Transaction where goods or services are to be provided at a later date, and where the 
Cardholder provides a deposit towards the full transaction amount, two separate Card Transactions must 
be completed. The first for the total deposit and second for the balance amount, which should only be 
submitted for payment upon delivery of the goods or provision of the services.

If you wish to change the amount or percentage of the deposit that you are taking or wish to change the 
delivery timescales between deposit and full payment and/or full payment and delivery then you must 

advise us in advance and seek our approval for the requested change. Any changes should be advised 
initially.
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6.4 Foreign currency transactions
The foreign currency facility enables Merchants to accept transactions expressed in currencies other than 
euro from holders of credit cards.

Merchants making use of this facility must comply with the following procedures:
• All amounts shown on receipts or on the payment page should be expressed in the selected currency and 

the euro sign should be deleted and replaced by the appropriate currency sign.
• The amount to be credited by the bank to your nominated bank account will not necessarily be in the 

transaction currency. You may choose to have the amount credited in euro or another currency. Any 
currency conversion will be converted at the rate prevailing on the processing day.

Please make sure that all staff accepting payment by credit/debit Cards on your behalf have read and 
understood the following guidelines in order to reduce the risk of fraud.

Remember, these suggestions could help prevent fraudulent transactions that could result in Chargebacks to 
you.

You should be aware of all the risks relating to CNP transactions and the necessary rules for their acceptance. 
As part of your risk assessment, you should consider the threats to each part of the sales process, from 
transaction to delivery and fulfilment of any services.

7.1 Payment security
Irrespective of how CNP transactions are performed, security around the transaction and customer details is 
extremely important. This includes the encryption of both card numbers and cardholder data transmission. 
It is advised to obtain the following information from the customer:
• card account number
• cardholder’s name, as it appears on the card
• card expiry date, as it appears on the card
• the Card Security Code
• cardholder’s billing address
• cardholder’s address for delivery of goods
• card issue number and start date (if present)
• contact phone number (preferably not a mobile number)
• the name of the issuing bank or other financial institution that issued the card

7.2 Customer authentication
As CNP merchants are liable for chargebacks it is important to undertake checks to authenticate the details 
provided by the customer. Personal customer address details can be checked in the telephone directory or 
with third-party suppliers.

HOW TO GUARD 
AGAINST FRAUD

7



www.emscard.nl19

Remember an Authorisation code only indicates the availability of a Cardholder’s credit and that the Card 
has not been blocked at the time of the transaction. It does not guarantee that the person using the Card is 
the rightful Cardholder.

Other checks to help reduce the risk of fraud and incurring a chargeback include:
• checking details of new business customers in a local business directory or register
• obtaining a phone number for the customer’s address through directory enquiries and contacting the 

customer to confirm the order (not necessarily straight away)
• using the call-back facility - be wary if the phone number has been withheld
• using a caller display service to ascertain which telephone number a customer is calling from
• being wary if the contact phone number is a mobile number - a landline number should be requested 

where possible
• checking order records to see if there have been a large number of transactions over a short period of 

time from a company or person with whom business has not been conducted previously
• checking if the delivery address has been used previously with different card details.
• Beware if the Cardholder suggests unusual arrangements such as going back for another Card number if 

the one given is refused.
• Also check to see if there are any unusual features or consecutive sequences in the Card numbers given 

over a period (usually fraudsters will offer Card numbers that are the same except for the last 4 digits. 
This could mean that a batch of Cards has been stolen).

• use of the online authentication services Verified by VISA or MasterCard SecureCode are mandated 
by EMS for Internet Merchants. See Appendix A for more information. Online Authentication Services 
have great advantages for the retailer, as they not only reduce fraudulent activity, but also give greater 
protection against chargebacks a liability shift that means that participating retailers can receive 
protection from CNP fraud.

7.3 High-value and international  orders
High-value items and international transactions should be treated with caution. Consider secure delivery 
through a courier company. Confirming the genuine details of customers abroad is very difficult, however a 
number of third party company are available to allow merchants to check the address details provided by 
the customer.

Do not allow repeat orders to be processed or goods to be shipped without requiring further authorisation. 
Extra care should be taken when dealing with a new or unknown customer.

7.4 Delivery arrangements
Orders for physical goods made over the phone or internet, by mail order or fax are usually delivered to an 
address. It is recommended that goods are not released to taxi drivers, chauffeurs, messengers or any other 
third party as this is high-risk (however, third party delivery of relatively low value goods such as flowers is 
appropriate).

Be particularly wary if the customer:
• demands next day delivery and shows no regard for any additional costs involved
• alters the delivery address at short notice
• makes a telephone call on the day of delivery asking what time the goods are due to be delivered, as it 

may be a fraudster trying to intercept the goods
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Merchants will help to reduce fraud if they:
• insist that goods are only delivered to the cardholder’s permanent address. If goods are to be sent to a 

different address, merchants should be cautious and obtain detailed proof of delivery
• avoid sending goods to hotels, guest houses or other temporary locations as the incidence of fraud 

involving delivery to such places is extremely high
• only send goods by registered or recorded post or by a reputable security carrier and insist on a signed 

and dated delivery note

Couriers should be instructed to:
return with the goods if they are unable to deliver to the agreed address
• always deliver the goods to the specified addressee and be wary of people lingering suspiciously outside 

the property
• not deliver goods to a vacant property
• get signed proof of delivery

7.5 Transaction receipt requirements
All CNP merchants must provide the cardholder with a transaction receipt. For Internet merchants the 
on-screen receipt should suggest that the cardholder print or save the receipt for his or her records. The 
merchant should also send an e-mail message to the cardholder with the required receipt. In the case of 
phone or mail order transactions, the receipt should be posted to the cardholder.

7.6 Post-transaction analysis
Internet technology enables additional information to be recorded for analysis at a later date. Most 
computers reveal an Internet Protocol (IP) address, which provides information on where the transaction 
was made. Although this information cannot be relied upon to determine the individual’s exact location, 
it can assist in the post-transaction analysis. If a single IP address shows conflicting cardholder details 
there could possibly be a risk of fraudulent activity. Merchants should be aware that some Internet Service 
Providers (ISPs) allocate dynamic IP addresses, so the information may not necessarily be accurate.

If transaction data is available in an electronic form, it can be analysed in an application such as MS Access 
or MS Excel to help identify fraudulent patterns. This allows merchants to understand the potential risks and 
help to identify addresses where fraud is continually being perpetrated, or perhaps the type of goods that 
are being obtained.

7.7 Maintaining records
Maintaining records of any fraudulent activity can be an effective way of identifying patterns and exposing 
areas of potential risk. Many merchants use this type of data to develop in-house fraud-screening tools to 
predict which transactions present
a higher risk.

If transactions are conducted on the phone always keep a record of the date, time and details of the 
transaction, and details of the conversation, which can be checked in the event of a query. Maintaining 
records relating to chargebacks is important. It is useful to capture as much information as possible.
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7.8 Top Ten Tips to help spot and stop card-not-present fraudsters
Extra vigilance can help prevent CNP fraud. If sales staff can answer “yes” to one or more of the questions 
below, it does not necessarily mean that the proposed transaction is fraudulent but that sales staff should 
consider further checks before proceeding with the transaction.

1. Is the sale too easy? Is the customer not interested in the price or details of the goods? Are they a   
new customer?

2. Are the goods of high-value or easily resalable?
3. Is the sale excessively high in comparison with your usual orders? Is the customer ordering many   

different items and is this unlike your usual customer? (Remember – if an order seems too good to be  
true, it probably is.)

4. Is the customer providing details of someone else’s card, e.g. that of a client or family member?
5. Is the customer reluctant to give a landline contact phone number – are they only prepared to give a  

mobile number?
6. Does the address provided seem suspicious? Has the delivery address been used before with   

different customer details? Is the delivery or contact address in a different country?
7. Is the customer being prompted by a third party whilst on the phone?
8. Is the customer attempting to use more than one card in order to split the value of the sale?
9. Does the customer seem to lack knowledge of his or her account?
10. Does the customer seem to have a problem remembering his or her home address or phone   

number? Does the customer sound as if he or she is referring to notes?

It is vital that you keep EMS appraised of any material changes to your business. It is particularly important 
that you advise us of the following changes:

Change of bank and/or branch
You must contact us immediately if your bank account details have changed. If you do not advise us there 
will be a delay in funds reaching your account. Changes to bank account details must be confirmed in 
writing. We will also require a new Direct Debit mandate.

Change of address
You must inform EMS immediately and confirm if you change your address.

Closure or change of ownership
Your facility is not transferable to anybody under any circumstances without the written approval of EMS. 
If you are selling or closing your business you must confirm this in writing to EMS. If the purchaser of your 
business wishes to use EMS, a new account will have to be opened that reflects the new ownership and we 
will make our usual pre-contract enquiries. If you fail to advise us that you no longer own the business you 
will continue to be subject to any liabilities that the subsequent owner(s) generate.

NOTIFY US OF CHANGES TO
YOUR BUSINESS
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Change of legal entity
If you change the legal entity of your business, for example from sole trader to limited company status, 
adding a partner to your business or if a partner leaves, you must advise EMS in writing.

Change of products or services sold
When you join EMS, you provide us with the details of the various products that your business sells and 
we categorise your account accordingly. These details, including your anticipated average sales value, are 
important for the ongoing risk assessments that EMS regularly undertakes. Therefore, it is important that 
you advise us, in writing, if the nature of your business changes, i.e. a change of product or service or if you 
expand into an additional line of business that differs from your own existing business.
If you fail to advise us you may find that sales are withheld pending our investigations and reassessment of 
risk.

Change of URL or new/additional URL’s
If you are going to trade under another or new URL or if you wish to accept payments via additional URL’s 
you must inform us prior to accepting any transactions from the new URL.

Change of business or trading name
If you are changing the business or trading name of your business then you must advise EMS in writing.

Changing your trading terms
You must advise EMS immediately if you make any changes to your trading terms, such as any changes to 
your refund policy, to the terms and conditions issued to your customers, or to the delivery timeframes you 
previously advised us.

Other changes affecting your business
You must advise us immediately if any of the following events occur:
• Any insolvency event affecting your business
• You make any arrangement with creditors
• You experience any financial difficulties

Changing method of taking Cards
If you would like to change your method of taking Cards - either to Card Not Present or e-commerce 
transactions, you must first obtain written authority from EMS.

If you have any questions, please do not hesitate to contact to contact us, +31 (0)20 660 3150 or 
via ecom@emscard.com

  FOR ALL YOUR
  QUESTIONS   
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In addition to providing ease of acceptance for the most widely used payment cards in the world, 
MasterCard and VISA also provide for penalties and assessments should problems occur that impact the 
integrity and security of their product. The most common problems and possible associated penalties - are 
reproduced here for your information. If you feel that you may be in breach of these guidelines or would like 
more complete details of the rules or their application, please contact EMS.

Important note: Potential penalties as listed here do not represent all penalties under card scheme rules. 
Additional penalties may be assessed in the event of a breach of card scheme rules.

Excessive Chargebacks
 
MasterCard
Should a merchant or merchant location exceed the thresholds in Section 5.3, MasterCard shall be 
permitted to collect a monthly assessment and per-chargeback recovery fees for any applicable 
chargebacks or credits under this rule for at least one year begin- ning with the first day following the two 
consecutive months that the above thresholds were exceeded and in accordance with the assessment and 
recovery fee schedule below.

MasterCard will identify merchants exceeding the Excessive Chargeback Program thresholds in a Global 
Security Bulletin. EMS will register the Merchant within 15 days with MasterCard, for which an annual 
registration fee of USD 1,000 will be charged.

Excessive Chargeback Assessment and Recovery Fees 
Time Frame Assessment and Recovery Fees
1–2 months (trigger months)   None
3–5 months   USD 25,000 monthly fee and USD 25 per chargeback
6–7 months   USD 50,000 monthly fee and USD 50 per chargeback
8–9 months   USD 75,000 monthly fee and USD 75 per chargeback
10 months or more  USD 100,000 monthly fee and USD 100 per chargeback

When, in the opinion of MasterCard staff, the merchant has issued credits for any of the reasons or 
conditions listed below or to otherwise avoid the applicability of this rule, MasterCard will consider the 
credits as chargebacks in evaluating the merchant’s per- formance. For more information please refer to 
Chapter 5, paragraph 5.3.

  APPENDIX A - PENALTY CRITERIA
  AND SCHEDULES 
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VISA
Threshold:
Standaard :       100 cbk’s  and  1 %
High-risk  :          500 cbk’s  and  2%  and merchants with following MCC code:

5962   Direct Marketing—Travel-Related Arrangement Services;
5966   Direct Marketing—Outbound Telemarketing Merchants; 
5967   Direct Marketing—Inbound Telemarketing Merchants;
7995   Betting, including Lottery Tickets, Casino Gaming Chips, Off-Track Betting and   
   Wagers at Race Tracks;
5912   Drug Stores, Pharmacies;
5122   Drugs, Drug Proprietaries, Druggists’ Sundries;
5993   Cigar Stores and Stands, Merchants selling cigarettes in a Card-Absent    
   Environment but excluding such Merchants in Visa Inc. (Canada); and 
5993   Cigar Stores and Stands, all Merchants selling cigarettes in a Card-Absent   
   Environment.

Fee per chargeback for the month when both minimum criteria were exceeded: USD 100. If a merchant is in 
a fee programm for 12 months Visa can demand that his contract will be terminated. The merchant won;t be 
able to sign a contract with a different acquierer afterwards.               

PCI Compliance
The Payment Card Industry Data Security Standard (PCI DSS) is a mandatory security standard delivered by 
the credit card schemes for the protection and securing of card payment data. Every entity that captures or 
stores card payment information is responsible for the protection and storage of this information. For those 
who choose not to comply there could be severe financial and reputa- tional consequences.

PCI DSS provides an aligned approach to safeguarding sensitive data across all cards and meets needs for a 
streamlined set of requirements across the payment industry. For more information about PCI DSS visit the 
following websites:

• www.visaeurope.com/receiving-payments/security/merchants
• www.mastercard.com/us/company/en/whatwedo/site_data_protection.html
• www.pcisecuritystandards.org

MasterCard - Failure to comply with the PCI mandate
Type of merchant    Will result in an assessment of…
Level 1 merchants    Up to USD 25,000 per merchant 
Level 2, Level 3 and Level 4 merchants  Up to USD 5,000 per merchant

MasterCard may assess up to USD 500,000 in aggregate for any continuing violation(s) of its merchant(s) 
or it’s Service Provider(s) during a continuous 12-month period with respect to compliance with the SDP 
Program mandate. Non-compliance also may result in merchant termination.
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VISA – Failure to comply with PCI mandate
First violation of regulation: Warning letter with specific date for correction and USD 500 fine
Second violation of same regulation in a 12-month period after notification of first violation: USD 5,000 fine 
Third violation of same regulation in a 12-month period after notification of first violation: USD 10,000 fine 
Fourth violation of same regulation in a 12-month period after notification of first violation: USD 25,000 fine
More violations of same regulation in a 12-month period after notification of first violation is at International 
Board discretion if the 12-month period is not violation-free and the fines total USD 25,000 or more. 
Additional fine equal to all fines levied during that 12-month period

Data compromise
In addition to penalties for non-compliance with the AIS standards, a merchant may also be liable for the 
transaction value of the fraud taking place on compromised accounts.

VISA and MasterCard can enforce the PCI Standards using financial penalties and may require that specific 
actions be taken to protect account and transaction information. In extreme circumstances, they may 
choose to revoke the acceptance privilege of a merchant that is found to have caused, through negligent 
behavior, unnecessary hardship to the systems.

MasterCard
If the account compromise was a result of a violation of MasterCard Standards regarding disclosure and 
securing of cardholder account and transaction data, the merchant may be subject to non-compliance 
assessments. MasterCard may assess up to USD 100,000 for each violation, with a maximum aggregate 
assessment of USD 500,000 for additional or continuing violations during any consecutive 12-month period.
MasterCard may impose an additional assessment of up to USD 25,000 each day until the violating party 
achieves compliance.

Continued, extended, or repeated non-compliance may lead to the suspension or termination of the 
violating party’s participation in the MasterCard payment system.

In addition to the assessments indicated above, MasterCard may assess all investigation and other related 
costs incurred by MasterCard against the Merchant.

MasterCard may determine that a merchant bears responsibility for a possible account data compromise 
event. An issuer whose account data may have been placed at risk because of a possible compromise 
event can seek reimbursement of costs incurred for the reissuing of cards and monitoring of potentially 
compromised accounts that remain open. An issuer may request reimburse- ment of up to USD 25 for each 
reissued card, and up to USD 5 for each monitored account without card reissue.

VISA
If a merchant/agent is victim of a compromise, and it is confirmed that the compromise is due to non-
implementation or partial implementation of the PCI Programme, the merchant will be deemed responsible 
by the VISA membership, and VISA may fine the Merchant for PCI non-compliance, at a rate of 18 euros per 
compromised account.

In addition VISA may assess the fees as specified under the PCI non-compliance section above.
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Illegal or brand-damaging transactions
MasterCard has standards to prohibit merchants from engaging in or supporting any activity that is illegal, 
or that may, in the opinion of MasterCard, damage the goodwill of MasterCard or reflect negatively on 
the MasterCard brand. Although some activi- ties may not be illegal in all countries, MasterCard prohibits 
merchants from accepting transactions that negatively affect the MasterCard brand.

A merchant must therefore not submit for payment any transaction that:
is illegal, or may, in the sole discretion of MasterCard, damage the goodwill of MasterCard or reflect 
negatively on the MasterCard brand.

MasterCard considers any of the following activities to be in violation of its standards:
• The sale or offer of sale of a good or service other than that in full compliance with the law when 

applicable to the acquirer, issuer, merchant, cardholder, or MasterCard.
• The sale of a good or service, including an image, which is patently offensive and lacks serious artistic 

value (such as images of non-consensual sexual behavior, sexual exploitation of a minor, nonconsensual 
mutilation of a person or body part, and bestiality), or any other material that MasterCard, in its sole 
discretion, deems unacceptable for sale in connection with a MasterCard mark. The acquiring of 
transactions for a merchant that has infringed upon the intellectual property rights of another.

If MasterCard determines that a merchant has not caused its merchant to promptly discontinue the 
violation, MasterCard may assess the merchant up to 500.000 USD.

EMS reviews entire merchant websites and portfolios on a regular basis to ensure that merchants are not in 
violation of the standards.

Even though VISA has not outlined specifications in case of violation, it may also assess penalties.
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GENERAL
The capitalized terms in a sentence have the same meaning as indicated in article 2 of the general 
conditions.

iDEAL
1 General
1.1 iDEAL is an independent online Payment Method for the Dutch market. Almost all Dutch banks    

offer iDEAL. Each Customer which has a online banking product of a bank which is affiliated to   
iDEAL, can in principle pay via iDEAL. iDEAL works as follows. On your (mobile) website or mobile  
app, the Customer selects its bank by clicking on the iDEAL payment button. This brings the   
Customer to the secure environment of its bank where he can authorise a prefilled payment   
instruction to its bank. You will be the beneficiary of that payment. You will receive a realtime online  
message of acceptance if the Transaction has been processed successfully. This message signifies a  
payment guarantee. 

1.2 In order to use iDEAL, the Customer’s bank must be a bank that offers the iDEAL payment service to  
its own clients and the Customer must have concluded an agreement with that bank for the use of  
internet banking. On your request, EMS shall provide you with information about which banks offer  
iDEAL.

1.3 Once the iDEAL Transaction has successfully been processed, you will receive a confirmation from  
EMS as a Collecting Payment Service Provider. The amount of the iDEAL Transaction shall be credited  
to the Stichting Third Party Funds EMS. Your Merchant Account will be credited in accordance with  
article 30 of the general conditions of EMS. .

1.4 The iDEAL Service must be integrated into your website or mobile app in accordance with the   
Operating Guide. If you implement the connection with the iDEAL platform yourself or use a third  
party to complete the connection with the iDEAL platform, you or that third party are required to  
carry out independent tests of transactions in accordance with the conditions and procedures set  
out in the Operating Guide.

2 Message of acceptance or non-acceptance
2.1 EMS shall make acceptance or non-acceptance messages by the Issuer available online during a  

period of seven (7) business days after the date on which the payment instruction is given.

3  Recording data
3.1  EMS shall record the data of the acceptance and non-acceptance messages by the Issuer and the  

related financial settlement in such a way that the data can be reproduced for a period of one year  
beginning on the date on which they are recorded. 

3.2  You should arrange for the timely storage and archiving of Transaction Data.

4 Your special obligations
4.1  The following special obligations apply to you:
4.1.1 You are to verify the status of an iDEAL transaction with EMS. If you fail to inspect the iDEAL 
 transaction prior to providing your service and/or product, you run the risk of not receiving the 
 amount if the status of the iDEAL transaction is not ‘successful’.

SPECIAL CONDITIONS FOR EMS      
PAYMENT METHODS 
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4.1.2 The standard iDEAL transaction expiry period with EMS is set at 30 minutes. This is the period within  
which the Customer must approve a payment, starting when the Issuer receives the    
payment request. The Customer should approve the Transaction within this time. The Issuer   
will reject the Transaction if the Customer does not approve the Transaction on time (final status  
Expired). 

4.1.3 You do not remove the name of an Issuer from the list of Issuers without instructions from Currence  
iDEAL B.V. (hereinafter: Currence).

4.1.4 On your website or mobile app, you shall include the iDEAL Payment Methods in the list of all   
Payment Methods in such a manner that it is shown at least as prominently as the other Payment  
Methods.

4.1.5 You shall ensure that the Customer can clearly see how and when the iDEAL Payment Method is   
selected via a ‘payment icon’ on the page on which the Payment Methods are selected. The Icons  
that may be used for the iDEAL-payment button are available on the website in the section reserved  
for Acceptors (http://www.ideal.nl/acceptant/?s=logos&lang=dut-NL).

4.1.6 You shall ensure that email links are used in accordance with the rules specified in the annex to the  
iDEAL Rules & Regulations ‘Rules for the use of email links’.

4.1.7 You shall ensure that your websites or apps used are used in accordance with the ‘Mobile iDEAL’  
guidelines specified in theOperating Guide.

4.1.8 You shall cooperate with all requests for information made by Currence as part of compliance with  
the iDEAL Rules & Regulations, which may be consulted on the Currence website at 

 www.currence.nl.

5 Miscellaneous
5.1 EMS is obliged, in a number of instances, to submit information about you to Currence, for instance  

in the event of suspected fraud, extreme fluctuations in turnover and sales, or other instances   
specified by Currence.

5.2 In the event of suspected fraud relating to iDEAL, EMS is obliged to follow a procedure and to notify  
Currence. EMS shall inform you about the outcome.

5.3 EMS may take emergency measures, on the instructions of the Acquirer or Currence, including   
blocking iDEAL payments made by the Customer to you or blocking payment to you of the Balance,  
in cases of (suspected) fraud or failure by you to comply with the delivery obligations.

CARDS
1 General
1.1 You may in any event not accept a Transaction (or present any Transaction Data relating to that   

Transaction for processing), if: 
1.1.1 the period of validity mentioned on the Card or notified by the Customer has expired;
1.1.2 you have a reasonable doubt whether the person presenting the Card is actually the Cardholder;
1.1.3 the Transaction has not been undertaken in good faith directly between you and a Customer;
1.1.4 the Transaction has been previously subject to a reclaim by the Customer.
1.2 You may not accept a Point-of-Sale Transaction (or present any Transaction Data relating to that  

Transaction for processing), if:
a. the Card does not meet the requirements with respect to the validity of the Card laid down in the  

Regulations;
b. the Card no longer bears the authenticity features referred to in the Operating Guide and/or the  

Regulations;
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c. the Card is damaged such that the data are no longer clear or changes have been made to the Card  
in any way;

d. the signature on the Card does not coincide with the signature on the sales receipt or the Point-of- 
Sale Transaction receipt or there is no signature on the back of the Card;

e. the Card number printed on the Point-of-Sale Transaction receipt does not coincide with the Card  
number on the front of the Card;

1.3 If you have any doubt regarding a submitted Card or the proof of identity of the Customer, or if there  
is an unusual expenditure amount, you must contact EMS by telephone.

1.4 You are not permitted to split a purchase amount for certain goods or services to be delivered by you  
to a Customer into different transaction amounts.

1.5 You are not permitted to accept a Card for any sale of goods or services which is contrary to the   
law or could harm or compromise the reputation of the Payment Schemes. Nor may you accept a  
Card in payment for the display of images which portray or suggest illegal acts or for images which  
portray or suggest sexual activities by or with persons under the age of consent or for images which  
portray or suggest sexual acts in combination with violence. Nor may you accept a Card for   
the payment of image carriers of any kind which show situations as referred to in the previous   
sentence. 

1.6 You acknowledge that you are not permitted to obtain or capture Card details via email or the   
internet and manually enter the Transaction into a Point-of-Sale Terminal or virtual terminal.

1.7  MasterPass: you are required to take notice of the MasterPass operating rules specifically regarding  
 Merchants in section 5. The MasterPass operating rules are to be found under https://masterpass.com/ 
 SP/Merchant/OperatingRules

2 Miscellaneous
2.1 You may request a copy of the other conditions imposed by the Payment Schemes and that are   

applicable to you (in addition to these Conditions) from EMS, or you may consult them on the   
following websites:

2.1.1 http://www.mastercard.com/nl/merchant/index.html
2.1.2 https://secure.cmax.americanexpress.com/Internet/International/emea/NL_nl/Merchants/  

Procedures%20en%20Richtlijnen/Terms_and_Conditions.pdf.
2.1.3 http://www.visaeurope.com/en/businesses__retailers/retailers_and_merchants/security/handling_ 

visa_payments/card_not_present_sales.aspx
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Do you have any questions about 
our payment services?
Call us at +31 (0)20 - 660 30 40
E-mail us at sales@emscard.com
Or visit our website at www.emscard.com

European Merchant Services BV - Postbus 22764 - 1100 DG Amsterdam Nederland - KvK: 34226533 - Telefoon: +31 (0)20 660 31 20

Follow us on Twitter and LinkedIn
 twitter.com/emscard

  www.linkedin.com/company/european-merchant-services
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